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£4.5bn per year.

INTRODUCTION

In 2013, the Basel Committee on Banking Supervision (BCBS) released BCBS 239, a standard 

that sets out principles for effective risk data aggregation and risk reporting, contributing to 

the stability of the global financial system. Alongside the many other regulatory developments 

coming from the BCBS since the global financial crisis, it represents a highly significant 

financial policy development and is an important piece of the puzzle in managing risks at 

financial institutions. In pre-crisis years, risk management departments at financial institutions 

were frequently unable to fully evaluate risks and anticipate their impact across their 

institutions. The 14 principles are designed to help financial institutions address the 

shortcomings of their IT systems that resulted in failures of risk management systems in the 

years leading up to the global financial crisis of 2007/2008 (GFC). These principles equip 

financial institutions with the tools to maximise the potential of data produced in the process 

of complying with Basel III.

This paper will discuss the importance of BCBS 239 to other standards introduced by the BCBS 

since the GFC and in particular Basel III. It will then address several of the specific principles to 

highlight existing technological solutions that can help financial institutions overcome the 

challenges they are facing in the process of implementing BCBS 239. The key challenges 

revolve around data lineage and auditability, interoperability, and data standardisation. 

Research and practical use cases suggest that a risk data engine using an open-source data 

standard, such as FIRE (Suade, 2021), offers an effective solution to these challenges.
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BASEL III AND BCBS 239

The introduction of Basel III (BCBS, 2010) represented a seismic shift in the prudential regulation 

of financial markets. The framework strengthened capital ratios by focusing more strongly on 

common equity tier 1 capital, while adding capital conservation and countercyclical buffers to 

offer additional protection and give national supervisors a tool to counteract excessive credit 

issuance. At the same time, Basel III introduced a risk insensitive leverage ratio to act as a floor 

for capital ratios in addition to the risk sensitive capital ratios already mentioned. Other 

significant changes included the liquidity coverage ratio (LCR) and net stable funding ratio 

(NSFR) designed for short-term and long-term liquidity respectively. Importantly, these reforms 

addressed many of the shortcomings in pre-crisis regulation that resulted in financial 

institutions being unable to withstand the shocks of the GFC.

In the long-standing spirit of the Basel standards, the central mechanism for ensuring 

compliance with Basel III is contained in Pillar 3 on market discipline (BCBS, 2010). Market 

discipline is based on the idea that disclosures to market participants will allow them to evaluate 

a financial institution before deciding whether to engage with it. The data disclosed on liquidity 

as part of the LCR, for instance, will give market participants the tools to determine whether a 

particular financial institution has sufficient liquid assets to withstand liquidity shocks in the 

short run. It follows that the data produced for the LCR is key to ensuring that the market 

discipline mechanism of Basel III works effectively. This is similarly the case for regulatory reports 

submitted to regulators and national supervisors to aid them in monitoring the stability of 

individual institutions and financial markets.

However, the data produced for the disclosure requirements for the LCR and other Basel III 

standards adds value beyond merely complying with Basel III. In fact, the data is of great 

significance to risk management at financial institutions. If data produced for the LCR indicates 

a concern over short-term liquidity, a financial institution can respond appropriately. How can 

financial institutions effectively identify such risks when they emerge and take appropriate 

action? This is where BCBS 239 comes into play.
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The link to Basel III
Under principle 8, the BCBS elaborates that ‘risk management reports should include exposure and position information 

for all significant risk areas (e.g. credit risk, market risk, liquidity risk, operational risk)’ (BCBS, 2013). As the brief discussion 

above indicates, all of these risks are covered by one or more of the standards introduced in Basel III. The capital ratio 

requirements deal with credit risk, while the LCR and NSFR address liquidity risks and so on and so forth. The 

calculations performed for each of these standards effectively feed into the risk indicators to be included in risk 

management reports under BCBS 239 and vice versa. It follows that preparing data for either BCBS 239 or Basel III 

disclosure requirements supports compliance with the other regulatory standard. Importantly, the risk reports produced 

under BCBS 239 feed into risk management decision-making processes and should, thus, facilitate effective business 

decisions within a financial institution. BCBS 239 essentially equips financial institutions with the tools to maximise the 

potential of their data produced for disclosure purposes under the Basel III standards. How successful have financial 

institutions been with implementing BCBS 239?
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THE 14 PRINCIPLES OF BCBS 239 

BCBS 239 sets out principles for risk data aggregation and risk reporting designed to address 
the shortcomings in IT infrastructures and data governance that plagued financial institutions in 
pre-crisis years. Where financial institutions were unable to aggregate risk data across 
departments and whole institutions, the BCBS 239 principles for governance of data and IT 
infrastructures provide financial institutions with the tools required to maximise the potential of 
their data and achieve effective risk management.

Principle 1 (BCBS, 2013) requires financial institutions to have strong governance arrangements 
in place that can manage their risk data aggregation capabilities and risk reporting practices. 
This includes designing, building, and maintaining suitable data architecture and IT 
infrastructure in line with principle 2. With these systems in place, financial institutions should 
then be able to meet principle 3, which indicates that financial institutions should be able to 
generate accurate and reliable risk data that should also be complete. Completeness is defined 
in principle 4 as including business line, legal entity, asset type, industry, region, and other 
groupings to enable the identification and reporting of risk exposures, concentrations, and 
emerging risks. In line with principle 5, the systems should be able to produce reports in a 
timely manner, whilst retaining a sufficient level of adaptability to deal with ad hoc risk 
management reporting requests pursuant to principle 6. Principle 7 requires the risk 
management reports to be accurate and precise, whilst principle 8 introduces a requirement for 
comprehensiveness whereby the depth and scope of reports should reflect the size and 
complexity of an institution. Principles 9 and 10 provide that the reports should be clear and 
useful as well as frequent enough to meet the needs of those making decisions on risk 
management principles within an institution.

To the extent that financial institutions can meet these principles, they should be in a position to 
make the most of their risk management practices by maximising the potential of their data 
produced through regulatory compliance exercises. How do the principles link to Basel III?
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THE CHALLENGE WITH IMPLEMENTING BCBS 239

A review by the BCBS from April 2020 indicates that as of the end of 2018, none of the financial 

institutions to which BCBS 239 applies were fully compliant with the standard. The BCBS (2020) 

confirmed that ‘Attaining the necessary data architecture and IT infrastructure remains a 

challenge for many’. Whilst key capabilities are still lacking, significant progress has been made 

in designing governance structures, developing risk aggregation capabilities, and improving 

reporting practices. Graph 1 (BCBS, 2020) below indicates progress made as well as areas where 

financial institutions are still lacking in capabilities. It displays 33 global, systemically important 

banks (G-SIBs), excluding the ones designated as such in 2018 and 2019 (BCBS, 2020). The graph 

illustrates how much progress has been made from 2017 in the areas of governance, 

comprehensiveness, clarity and usefulness, and distribution with significant increases in the 

number of institutions either fully or largely compliant. Whilst progress has similarly been made 

in relation to principles 2, 3, 5, and 10, the number of fully compliant institutions is comparatively 

low. As the report notes, principles 1 and 2 are key building blocks to ensuring compliance with 

the remainder of the principles contained in BCBS 239 (BCBS, 2020), thus making progress in 

these areas of the utmost importance. The report attributes the challenge in complying with 

principle 2 to ‘unaligned IT solutions and legacy systems, which hamper reconciliations of risk 

data’ (BCBS, 2020). Orgeldinger (2018) suggests that G-SIBs would incur a cost of approximately 

US$230 million compared to a cost of US$75 million for domestic, systemically important banks 

to achieve risk data aggregation in line with BCBS 239.
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A remaining challenge for reconciling risk data concerns data lineage within financial institu-

tions. Recent trends around data in the financial services industry highlight increased awareness 

around data lineage as indicated in Graph 2 (Google, 2021) below. Interestingly, the BIS report 

notes that in the 2017 review three of the G-SIBs surveyed were fully compliant with all principles 

of BCBS 239. The downgrades are associated with increased awareness around data and IT 

challenges (BCBS, 2020), a point fully supported by Graph 2 below.

Graph 2 (Google, 2021) plots Google searches of ‘BCBS 239’ compared to ‘Data lineage’ around 

the world from the end of 2010 until June 2021. There is a consistent increase in Google searches 

for ‘data lineage’ compared to Google searches for ‘BCBS 239’. Interest in BCBS 239 appears to 

peak around September 2015 with further peaks in May 2016 and September 2017. Outside of 

these periods, Google searches for BCBS 239 remain at a consistently low level compared to 

interest in data lineage. Since early 2020, Google searches for data lineage have increased signif-

icantly relative to BCBS 239. This suggests a significant familiarity with BCBS 239 and an 

increased focus on the key missing pieces to achieve full compliance in the coming years. As 

financial institutions come increasingly closer to full compliance with BCBS 239, Graph 2 indi-

cates that the principles of BCBS 239 have become widely accepted. Institutions are now work-

ing on resolving the remaining challenges around data lineage among others to work towards 

full compliance with BCBS 239, a trend indicated by findings in the BIS report regarding greater 

awareness on data and IT among institutions surveyed (BCBS, 2020). What is required to achieve 

full compliance with BCBS 239 and especially data lineage? Technological solutions offer a 

promising way forward.
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TECHNOLOGY SOLUTIONS FOR BCBS 239

Technological advancements offer financial institutions with the means to become fully 

compliant with BCBS 239 over the coming years. Data lineage is an essential element in 

achieving effective risk data aggregation, as it allows financial institutions to fully understand 

the various transitions that data goes through.

Over the course of its lifecycle in a financial institution, data goes through many transitions and 

changes. From ingestion into a bank to being loaded into a risk management system, the data 

is processed by a significant number of departments across the institution. To ensure 

compliance with principles 3 and 4 on accuracy and integrity, and completeness, banks must 

be able to fully understand the transitions and changes their data goes through to be able to 

perform effective risk evaluations. If derivatives data is transmitted from the trading desk 

through the in-house legal department to the regulatory reporting team via the liquidity, 

leverage, and capital teams, disparate approaches to data within each team will severely 

complicate the process of developing a comprehensive and accurate picture for effective risk 

management.

To address the issue, an effective data lineage solution is essential to financial institutions. 

Institutions must be able to develop a full and comprehensive picture of all the various stages 

through which their data goes from ingestion to producing a risk report. Given the complexity 

of global, systemically important institutions, efficient technological solutions are required. 

These should make data easily auditable to provide institutions with the required 

understanding of their data processes. For calculations on liquidity risk for the LCR, for 

instance, institutions should be able to break the calculations down into their constituent bits. 

The LCR is a ratio of high-quality liquid assets to net cash outflows over a 30-day time horizon. 

Representing net cash outflows in an easily accessible manner will allow a financial institution 

to draw conclusions regarding short-term liquidity challenges. The data gathering activities 

and calculations performed for the LCR now become an asset to the financial institution. With 

a powerful data lineage solution, the financial institution is able to present aggregated risk 

data on key liquidity measures surrounding net cash outflows to facilitate risk management 

decisions.

Data lineage
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The challenge is identifying a mechanism for data lineage that avoids overburdening IT systems 

by taking up too much processing power. Tagging tools or querying files, for instance, add to the 

already demanding processing work performed by IT systems that manage data within a 

financial institution. Tagging tools tag data at each step of the transformation process to visually 

represent each step at a later stage. A mechanism that queries files presents users with the code 

for each step of the data transformation or calculation process. Given the complexity of financial 

institutions and the vast amounts of data involved, adding further layers of complexity through 

tagging tools or file querying fails to achieve the high level of performance required for timely 

aggregation of risk data in line with BCBS 239. The trick is to find a tool for data lineage that only 

presents the information required to give users a comprehensive picture of the data 

transformation processes and calculations to avoid compromising on performance. Such an 

effective data lineage solution is, however, only one side of the story.

Principle 2 of BCBS 239 requires financial institutions to maintain suitable data architecture and 

IT infrastructure. This is key to achieving successful data lineage. In the process of transitioning 

through a financial institution, data moves across various systems internal to the financial 

institution. It is essential that these systems within financial institutions are interoperable. To 

ensure the data can be easily traced and audited, a bank’s internal systems must work in sync 

with one another. If one department keeps all its files in an internal cloud system, whilst another 

only uses hardcopies, tracing the data across both systems is significantly more complicated. 

Given the complexity of financial institutions, solely focusing on internal systems is unlikely to be 

sufficient for effective data lineage and auditability. Financial institutions inevitably hire the 

services of many different technology and consulting services providers to address various 

challenges. If these systems are not interoperable, even the most effective data lineage systems 

are unlikely to achieve the desired outcome. Compliance with principle 2 of BCBS 239 would, 

thus, not be achieved. How does interoperability of IT systems and data architectures work?

One highly effective way to achieve interoperability is the use of APIs. APIs or application 

programming interfaces define interactions between different applications. Defining API calls 

allows a user to determine the kind of data to be moved from one application or system to 

another. The API can also be used to request the performance of tasks between systems. A risk 

management system could, for instance, extract data on net cash outflows from the liquidity 

system while performing data quality checks to ensure the data is in line with what is required 

for a liquidity risk report.

Interoperability
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REST APIs are a particularly useful tool in this context. A REST API follows a particular 

architectural style that combines a high level of security with high performance, scalability, and 

simplicity (Gills, 2020). The REST API is simple because it is standardised, whilst achieving 

scalability due to its stateless nature. Being stateless ensures that there is no need to store the 

format of a previous request. Instead, each request for data can be treated in isolation. This 

way, the server is not overburdened, while the API can be scaled across different functionalities 

and types of requests. Thus, if two systems are connected via a REST API, a user can request 

data from one system and receive a response in a quick and efficient manner. For liquidity 

data, for instance, a user working on a liquidity risk report can easily request data on net cash 

outflows from different teams and systems across their financial institution and be certain that 

no data is lost on the way.

As a result, interoperability can easily be achieved for many different systems within an 

institution as well as between an institution’s internal systems and those of external solution 

providers. Thus, where data lineage is required across systems and databases, a REST API can 

bridge the gap to ensure all data transformations are traceable across systems. Working on the 

data itself offers additional tools for facilitating data lineage and interoperability, whilst 

supporting efforts to achieve data aggregation. In this context, data standardisation is a helpful 

tool.

So far, the discussion has addressed the question of data lineage and data and system 

interoperability. The two are essential cogs in the machine of effective data management in 

financial institutions to achieve risk data aggregation in line with the principles of BCBS 239. 

What is the role of the data itself? Is it possible to have effective data management without 

working directly on the data? Principle 3 on Accuracy and Integrity in BCBS 239 proposes the 

use of a dictionary of terms commonly used to refer to various identifiers in a financial 

institution’s risk management systems. By standardising data on these identifiers, the output 

presented in risk reports is comparable, while the sources and transformations are more easily 

discernible.

Data standardisation
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If a legal entity associated with a net cash outflow is assigned the same identifier across all 

systems within a financial institution, it can be easily identified across all stages of its 

transformation in the institution. The team that first interacts with the legal entity when 

initiating a financial transaction will record a datapoint for the transaction using the 

standardised identifier. As the transaction progresses from the initial team to the legal team, the 

leverage team, the trading team, the liquidity team, and so on and so forth, the data 

transformations associated with the legal entity can more easily be traced. Data lineage is, thus, 

more easily achievable. In a similar vein, standardising the legal identifier will ensure that the 

REST API does not need to be programmed for different legal identifier requests, thus further 

simplifying the already powerful scalability of REST APIs. It follows that data standardisation is an 

important tool towards achieving data lineage and interoperability in line with the principles of 

BCBS 239. How can these three important concepts be combined effectively to achieve risk data 

aggregation?

Orgeldinger (2018) proposes the creation of a risk data engine to achieve full compliance with 

BCBS 239. A risk data engine can act as a single source of truth for risk data that makes data 

lineage an easily attainable goal. The challenge lies in creating the digital infrastructure required 

to make a risk data engine a reality. A key component is data standardisation, which has been 

touched on above. Data standardisation, however, has significantly more far-reaching potential 

than simply standardising identifiers in a financial institution’s risk management system. 

Standardising data is key to achieving comparability of data for the effective evaluation of risk 

management reports.

Abur and Dyck (2021) discuss how an open-source data standard based on financial regulation 

offers an objective mechanism for standardising data at financial institutions. Once 

standardised, the data serves as the digital infrastructure upon which technological 

advancements can be deployed to facilitate data processing tasks. Whilst Abur and Dyck 

focused on disclosures to foster market discipline under Basel III, the discussion throughout this 

paper highlights that this logic is applicable to risk data aggregation and risk reporting in equal 

manner. Where liquidity data on net cash outflows is standardised across a financial institution, 

risk data on net cash outflows can more easily be aggregated and represented in comparable 

liquidity risk reports. The reports use the same data points and attributes across different 

reporting years. At the same time, those producing the reports can be certain of the consistency 

of the data throughout its lifecycle in the financial institution. Data lineage is, thus, achieved.

A RISK DATA ENGINE: A SINGLE SOURCE OF TRUTH
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One such data standard is the global, open-source data standard FIRE, short for financial 

regulation. It was developed in 2016 through funding from the European Commission and is 

openly accessible on GitHub (Suade, 2021). Thanks to the coding language JSON, it is easily 

accessible to developers and non-developers who can contribute either coding language or 

regulatory and financial expertise. Because its data points are based on definitions contained 

in financial regulation, it ensures comparability within and across financial institutions. FIRE 

covers Basel III standards in a variety of jurisdictions around the globe and has been 

successfully adopted by many financial institutions ranging from the world’s largest, 

multinational banks all the way down to regional and local institutions. One successful 

application of FIRE is the LCR that has been used as an example throughout this discussion. 

The data on net cash outflows produced through FIRE can easily be reused to support the 

aggregation of liquidity risk data and the production of liquidity risk reports in line with BCBS 

239. FIRE is a key cornerstone in the development and maintenance of a suitable IT 

infrastructure that achieves data lineage through standardised, interoperable databases and 

systems to achieve full compliance with BCBS 239.

One such system is a data risk engine that can act as a single source of truth for all risk data 

across a financial institution. Abur and Dyck (2021) discuss how an open-source data standard 

can be used to deploy automation software to facilitate disclosures at financial institutions to 

foster market discipline. This idea is reinforced by Orgeldinger (2018) who suggests that such 

an automation solution can facilitate the process of identifying a single source of truth on risk 

data for a financial institution across its many group entities. The example of net cash outflows 

above illustrates this point. Where the automation solution discussed by Abur and Dyck 

concerns disclosures under Pillar 3 on market discipline in Basel III, it gathers key liquidity risk 

data to produce the required disclosures. Instead of maintaining silos on liquidity data across 

different group entities, the automation solution consolidates the risk data in one central place. 

It, thus, acts as a single source of truth on liquidity risk data akin to the risk data engine 

discussed by Orgeldinger (2018). Data on credit, market, operational, and other risks can 

similarly be gathered in this automation solution. The data in this solution is now not only 

usable for disclosures under Pillar 3 of Basel III, but also for those risk data aggregation 

processes required by BCBS 239. It follows that automating disclosure requirements under 

Pillar 3 of Basel III in the manner described by Abur and Dyck (2021) allows financial institutions 

to achieve compliance with BCBS 239 by providing a risk data engine that can act as a single 

source of truth on risk data across a financial institution’s global operations.
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CONCLUSION

The post-crisis surge in regulatory change presented financial institutions with many new 

regulatory requirements. Many of the Basel standards have successfully been implemented 

over the past few years. A final important aspect of the work of the BCBS are the principles for 

effective risk data aggregation and risk reporting contained in BCBS 239. Research by the 

BCBS from April 2020 indicated that banks lack the capabilities to implement the principles of 

BCBS 239. Key to BCBS 239 are data lineage, interoperability, and data standards. Data lineage 

solutions ensure that financial institutions fully understand the processes that their data goes 

through throughout its lifetime in the institution. Such systems are ineffective without 

ensuring technology systems and databases internal and external to financial institutions are 

interoperable. REST APIs offer a powerful interoperability solution that is simple and scalable. 

Data standards are the final piece of the puzzle that enable REST APIs to connect systems to 

achieve interoperability and data lineage and auditability.

At the same time, a data standard offers the digital infrastructure upon which to develop and 

deploy a risk data engine that makes compliance with BCBS 239 possible. The open-source 

data standard FIRE offers a powerful tool for developing and deploying software that 

automates disclosure requirements under Basel III. Data processed in this solution can be 

redeployed to aggregate risk data and produce risk reports for effective risk management in 

line with BCBS 239. Whilst banks may have lacked the requisite capabilities to fully implement 

BCBS 239, technology advancements offer a solution to these challenges that will facilitate 

effective risk data aggregation and risk reporting.
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SUADE’S RISK DATA ENGINE

Suade’s risk data engine for liquidity is one example of the many Basel standards that Suade has 
successfully incorporated into its reporting solution, alongside other risk metrics such as credit 
and market risks. At the heart of Suade’s success is the open-source data standard FIRE 
discussed throughout this paper. FIRE has allowed Suade to scale its reporting solution across 
the globe from its humble beginnings in Europe. As a data standard, FIRE is fully compliant with 
BCBS 239. Data gathered for regulatory reporting can easily be reused in Suade’s automated 
solution to produce both internal and external risk reports and inform risk management deci-
sions. Thanks to FIRE, the Suade software can serve as a regulatory reporting, risk calculation 
and risk data aggregation tool.
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